An original image is compressed with fuzzy transforms and is divided in images of sizes 2×2 on which we apply a known fragile watermarking process. A preprocessing phase is considered to determine the better compression rate for the coding process. We test this scheme in tamper detection analysis on a sample of images. The results are good in terms of accuracy for tamper detection with compressed images and in terms of dimension of the image dataset used for storage of the original images.
Introduction
The sensibility of the fragile watermarking algorithms to the destruction of marks by attacks makes easier the detection and localization of tampered zones. Then many fragile watermarking algorithms have been proposed in literature (cfr., for example, [1, 3, 4, 5, 9, 13, 15, 16, 17, 24, 28] ). The insertion of the watermark, the tamper detection and the tamper localization are the three procedures which compose a fragile watermark and below described.
1) The insertion of the watermark is a procedure which applies a secret key on the source image before its distribution. The marked image is substantially identical to the original image for an external user.
2) The tamper detection is based principally on statistical processes and can be tested on a sample image suitably modified, measuring the True (resp. False) Positive (TP, resp. FP) rate on the tampered image, given from the proportion of pixels detected as tampered with respect to the pixels really tampered (resp., from the proportion of non tampered pixels wrongly detected and considered as tampered from the algorithm). .
3) The tamper localization locates the tampered areas on the image. A result of the tamper localization process can be a two-level image showing the ground of the tampered regions.
The image can be distributed after the insertion of the watermark.
The source image must be stored in an image dataset to be used for successive operations of tamper detections and localizations. In some applications the owner who marks the image can be different by who makes both detection and localization. To determine if an image has been tampered, it is necessary to extract the source image from the image dataset applying the marking key. Then the tamper detection makes a comparison of the marked image with the image suspected to have been altered and the tamper localization finds the tampered zones. The dimension of the image dataset containing the original images can be very large and can grow quickly in the course of time. Some authors [9, 25, 26, 27] explore the idea of marking compressed images. In [25] the authors experiment a simple watermarking scheme on images compressed in the transform domain. In [26] the authors propose a watermarking scheme based on table lookup in frequency domain in which the marked image is stored in compressed form. In [9] the authors apply the watermark on images coded via fuzzy relation equations [7, 8, 12, 18] .
Our scope is to experiment an efficient application in which the watermark is inserted on compressed images on which both tamper detection and localization are performed. The main advantage of this process consists in the reduction of the memory necessary to the storage of the image dataset. In Fig.1 we schematize the process which performs the storage of the compressed image dataset:
-the coding image realizes the compression; -the watermark insertion marks the coded image which is stored in the new compressed image dataset; -finally, the marked coded image is decompressed and ready to be distributed.
Tamper analysis
In Figure 2 we schematize the process of the tamper analysis. The input of the tamper detection and the localization functions are the image supposed tampered and the corresponding marked compressed source image which is searched in the image dataset. The two input compressed images are compared from the tamper detection function (which calculates the TF and FP indexes above defined) and from the tamper localization function, which produces the two levels of the tamper localization image. We have used the Fuzzy Transforms (shortly, Ftransforms) [10, 11, 22] for coding/decoding images. In [11] we showed that the F-transforms give better results with respect to the fuzzy relation equations and give results comparable with the ones obtained by using the JPEG compression method in terms of image quality and coding/decoding time. The watermark insertion is made with the block-based watermarking scheme described in [5] . In this method a fuzzy partition of the blocks is performed by using the Fuzzy C-Means (shortly, FCM) algorithm [2] to realize the blockwise independency and a relation between blocks. An authentication data is generated for each block by using a pseudo random sequence seeded with a secret key. In [5] the authors shown that the blockwise independency watermarking scheme can detect tamper on various types of attack, as "cut and paste" and "vector quantization counterfeiting" attacks. The authors show that the tamper detection results are better that those ones obtained with the approaches described in [4, 16] .
Here we experiment the watermarking architecture described in Figure 2 . In the marker insertion process the block based watermarking scheme is applied to the blocks (which are images of sizes 2×2) of the image coded via the F-transforms. To determine the better compression rate to be used in the image marking process, we realize a pre-processing phase in which we analyze the trend of the Peak Signal to Noise Ratio (shortly, PSNR) with respect to the compression rate of images coded, marked and decoded as in Figure 1 . We consider a threshold value of the PSNR as that value such that the corresponding Root Mean Square Error (shortly, RMSE) is increased by a factor 2.5 with respect to the PSNR obtained by marking directly the original image. For compressions in which the resulting PSNR is less than the threshold value, we consider the RMSE so high to invalidate both tamper detection and localization analysis. Many tests are performed for both tamper detection and localization processes and for different types of manipulations. The blockwise independency watermarking scheme [5] is applied to the compressed source image; the tampered image is compressed and compared with the coded source marked image. Section 2 describes the image compression method realized with the F-transforms, in Section 3 we recall briefly the FCM method. In Section 4 we describe the Chen and Wang [5] watermarking scheme and in Section 5 we present our fragile watermarking process. Section 6 contains the results of our tests made on a well known image and final considerations are reported in Section 7.
Coding/decoding by F-transforms
We recall some main definitions of F-transforms [22] . Let n ≥ 3 and x 1 , x 2 , …, x n be points of the interval 
for k = 1,…,n and l = 1,…,m. Afterwards we can define the inverse F-transform of f with respect to {A 1 , A 2 , …, A n } and {B 1 ,…,B m } to be the function
As in [22] , Theorem 5, it is possible to prove that the following result:
Theorem . Let f(x,y) be a function assigned over the set
for every ε > 0, there exist two integers n(ε), m(ε) with n(ε) < N, m(ε) < M and related fuzzy partitions {A 1 , A 2 , …, A n(ε) } of [a,b] and {B 1 , B 2 , …, B m(ε) } of [c,d] such that P and Q are sufficiently dense with respect to {A 1 , A 2 ,…,A n(ε) } and {B 1 , B 2 ,…,B m(ε) },respectively, and for every (p j ,q j )∈P×Q, i∈{1,…,N} and j∈{1,…,M}, the following inequality holds:
Let R be a gray image of sizes M × N, with R(i,j)= P(i,j)/Lt, i.e. we consider it as a fuzzy relation R: 
for each k = 1,…, m(D) and l = 1,…, n(D). Successively we decompress the above blocks with the in- 
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and moreover
or B 1 (j) = 0 otherwise, 3. An FCM's overview.
The FCM is the most known fuzzy clustering method [2] . Let X={x 1 ,...,x N }⊂R n be the dataset composed by N vectors in R n defined with the following matrix: (12) where x j = (x 1j ,x 2j ,…,x nj )
T is the j-th feature vector for j = 1,…, N. We must minimize the following objective function: 
d ij is the distance of v i =(v 1i , v 2i ,…,v nj ) T from x j calculated by using a specific metric and m ∈ [1,+∝) (usually, m=2) is the "fuzzifier" parameter which determines the degree of fuzziness of the partition. The distance d ij is given by
where N is a positive and symmetric norm matrix. Moreover the following assumptions are made:
The search of a solution for Equation (10) , subject to the constraints (13) and (14) 
The iterative process stops at the s-th iteration if U U (20) where ε >0 is a parameter assigned a priori to stop the iteration process and U (s) = ( ) ) (s ij u is the matrix U of the membership degrees calculated at the s-th step.
The Chen and Wang algorithm
In the Chen and Wang watermarking algorithm proposed in [5] , an image R with M×M pixels is considered in a 8-bit gray scale and is divided in blocks of sizes 2×2. The j-th block is considered as a fourth dimensional feature vector X j with components (x 1j ,x 2j ,…,x nj ) T For each block of sizes 2×2, the corresponding authentication data is constructed as j j j r f a ⊕ = (22) where the operator ⊕ is the XOR operator. Each two bit couple in the 8 bit authentication data a j is embedded in the two LSB's of the corresponding pixel value in the block of sizes 2×2. Strictly speaking, the authentication data embedding method [5] can be divided in the following seven steps:
1) The original image is divided in (M/2) 2 blocks of sizes 2×2; the two LSB's of each block are set to zero.
2) Each block is considered as a fourth dimensional feature vector of a dataset of dimension (M/2) 2 ; the FCM algorithm is used on this dataset determining the matrix U of dimensions C×(M/2) 2 , where C is the number of clusters.
3) The matrix U is changed in a matrix Û in which the membership values of the C columns are rearranged in a decreasing order. 
, is generated using a PRNG seeded with a SK. 6) For each block is generated the authentication data a j with (22).
7) The marked image is obtained embedding each authentication data in the 8 LSB's of the image blocks.
Tamper detection is made by marking the tampered image with the above authentication data embedding method and by comparing it with the marked original image. Numerous tests [5] show that this method provides more accurate tamper detection and localization than other fragile watermarking methods [4, 16, 17] .
F-transforms and fragile watermarking
We consider an M×N input image compressed with the F-transforms: as described in Section 2, the original image is normalized in a matrix R, hence it is divided in blocks R = n(D) = 2, in order to apply the Chen and Wang authentication data embedding method to the compressed image. To determine the better compression rate, that is to set the value of K, we consider a pre-processing phase in which the image is compressed with a greater compression rate; we plot the PSNR with respect to the compression rate, considering acceptable a value for K such that the corresponding PSNR don't have an appreciable fall. The PSNR is defined as RMSE Lt PSNR 10 log 20 = (23) where RMSE is given from the following formula:
In such formula R(i,j) is the pixel value of the matrix R in the i-th row and j-th column and R F (i,j) is the same pixel value of the decoded image R F . To determine the optimal value of K we consider the (PSNR) 0 deduced by applying the mark directly on the original image. The experiments have suggested to calculate a threshold for the PSNR, namely (PSNR) 1 ; beyond this threshold the loss of data is considered too high and consequently the tamper detection and localization processes could not be validated. Our tests suggest as threshold that value of (PSNR) 1 (25) Strictly speaking, our F-transforms authentication data embedding method consists of the following steps:
1) The parameter K is chosen by coding the source image with many compression rates ρ and analyzing the trend of the PSNR with respect to ρ; we take a value of K such that the corresponding compression rate ρ = 4/K 2 produces also an acceptable decompressed image, that is the PSNR is not greater then the value (PSNR) 1 given from (22) .
2) The original image is compressed using the F- 3) The Chen and Wang authentication data embedding method [5] is applied on the compressed image. The dimensions of the resulting membership values of the matrix U in the FCM algorithm applied to the compressed image is C×(M/K)×(N/K), where C is the number of clusters. Applying the steps described in Section 4, the marked image is obtained embedding each authentication data in the 8 LSB's of the blocks of the compressed image.
In the tamper detection and localization processes the tampered image is compressed and compared with the marked original image, both coded with the Ftransforms and a compression rate ρ = 4/K 2 . Note that the compressed original image is marked by using the above steps 2 and 3, moreover the TP and FP indexes are determined and the tampered zone is localized.
Results
Without loss of generality, here we assume that all the images are represented from square matrices, that is M=N, and moreover suppose that Lt=255.
We take from well known datasets the color image "Baboon" of sizes M=N=512 shown in Figure 3 ; in the Figure 3a (resp. 3b, 3c ) the image is shown in the band R (resp., G, B). In Figure 4 the original image of Figure 3 has been tampered; Figure 4a (resp., 4b, 4c) shows the tampered image in the band R (resp., G, B). In the pre-processing phase we have marked the original image in Figure 3 calculating the related (PSNR) 0 and the threshold (PSNR) 1 via formula (22) for each band and hence making the arithmetical mean of the respective corresponding values. Since no misunderstanding can arise, we continue to denote with (PSNR) 0 and (PSNR) 1 such mean values. More generally, from now on, with PSNR we denote the mean arithmetical of the PSNR Then we have applied the mark on the image coded with various compression rates ρ in order to set the better value of K. Figure 5 shows the trend of the PSNR with respect to ρ.
In order to apply the Chen and Wang fragile watermarking scheme [5] , we must express K as a power of 2 to get a value integer for the number of blocks N blocks . and clearly we assume K= ∞ for ρ = 0.
In Table 1 Table 1 . PSNR and compression rates for "Baboon"
For ρ = 0, we have (PSNR) 0 = 42.683, then we obtain a value (PSNR) 1 = 23.08. Therefore the optimal value is K = 4 ( ρ = 0.25) to which it is correspondent a PSNR still greater than the threshold (PSNR) 1. Then we test the process described in Figure 2 by studying the tampered image of Figure 4 . In Table 2 we show the TP and FP indexes obtained in the three bands; for completeness, we also show the results obtained for K = 8, 16; we compare these results with those ones obtained by applying the method [5] directly on the original image. Table 2 . FP and TP in the three bands for "Baboon"
In Table 3 we report the mean values of the TP and FP indexes; for completeness of presentation, we give the mean values of the True Negative (TN) and False Negative (FN) indexes, the mean sensitivity and specificity indexes (for simplicity, we denote all these mean values with the same symbols) defined as FN TP TP y sensitivit + = (26) FP TN TN y specificit + = (27) 
Conclusions
In this work the block-based fragile watermarking has been applied on images compressed via the F-transforms by using blocks of sizes 2×2, marked with the scheme of [5] and stored in the image dataset. Our method preserves the benefits of the use of the FCM algorithm, assures the break blockwise independency described in [5] and reduces the problem of the dimension of the image dataset. Table 3 . Mean indexes for "Baboon"
We also define a pre-processing phase to determine the better compression rate. Many tests (for brevity, here not presented) made on a large sample of gray and color images prove that the use of this method do not invalidate the tamper detection and localization results. 
